HedTeroranckas Me:XpaioHHas MPOKYPATYPA PAZLACHACT:

«MoOIIeHHUKH CTAJIM 00MAaHBIBATD JieTeil B Urpax»

B aBTOHOMHOM OKpyre 3auKCHUpOBaHbl HEOJHOKpPATHbIE (DAKThl XUIICHUN
JEHEXKHBIX CPEACTB TIPa»KAaH myTeM OOMaHA HECOBEPUICHHOJETHUX B
KOMIILIOTEPHBIX 1 MOOWJIBHBIX HTPaX.

HecoBepiieHHOIETHUM OT HEYCTaHOBJICHHBIX JIML B OHJAiH urpax (Roblox,
Minecraft, CS:GO u ap.) nmocTynaroT COOOIIEHUS O BO3MOXHOCTU IOJYYUTh
IPEUMYIIECTBA (BHYTPUUTPOBYIO BAIIOTY, KOJJIEKIIMOHHBIE IPEIMETHI, OOHYCHI B
pPa3BUTHM TMEPCOHAXKA) TMOCIE TMPEJOCTABICHUsS] JaHHBIX OaHKOBCKHUX KapT
poauTenei M JOCTyna K MNPUIIOKEHHIO OaHKa WJIM CMC — YBEIOMJIEHHUSM OT
KPEIUTHBIX OpraHU3aluu.

B psge ciydaeB Uil MOIy4YeHUs HEOOXOAMMBIX CBEACHUN IPECTYIHUKU
yOexaanu HECOBEPUICHHONIETHUX NEPEXOIUTh Ha CalThl, CIELMAIBHO CO3/IaHHBIE
JUISL XULIEHUS JEHEKHBIX CPEICTB.

[locne mosydyeHHuss HEOOXOAMMBIX JaHHBIX MOIIEHHUKH MOXUIIAIN
Haxojsyecss Ha 0aHKOBCKHMX CUETax JIEHEKHbIE CPEJICTBA.

IIpaBOOXpaHUTENBHBIMU OpraHaMU MPUHUMAIOTCS MEPBI 110 YCTAHOBJICHUIO
COBEPLIMBIINX IIPECTYIUICHUS JIULL.

B nmemax HEZOMyIIEHHMs COBEPLICHMS XWIIEHUW JEHEXHBIX CpEICTB
Hedreroranckass me:XpaioHHasi NPOKYpaTrypa pPeKOMEHAYeT IPOBEeCTH ¢
aeTbMHu Oecexy o Oe3omacHOCTH B ceTH «MHTepHEeT» M MCKIKYHMTH AOCTYII
HECOBEPLICHHOJIETHUX K CBeICHUAM, KOTOPbIEe MOT'YT ObITh MCII0JIb30BAHBI 151
COBEpLIEHNS NPOTUBONPABHBLIX AeHCTBHH.

«BHuMaHue: MOIIEHHUKH nmoa BUAOM yaneneifl!»

3/I0yMBIIIUICHHUKH 3BOHAT W TOBOPSAT, YTO HYXXHO «OOHOBHUTB» WIIU
«JIOMIOJIHUTH» WH(GOPMAIMIO B DJIEKTPOHHOM JKypHaJIe€ WM OOHOBUTH TPOduib
yuarierocs B cucteMe «Chepymm».

PebeHKy WM POIUTENI0 MPHUXOIUT CMC-KOJ, KOTOPBIN «IICEBIOYYHTEIIbY
IIPOCUT COOOITUTD JISl «TIOATBEPKICHUS OICPAITHH.

[TomyynB KOJA, MONIEHHHMKH BOCCTAaHABJIMBAIOT JOCTYI Ha IOpTaje
«"ocycmyrn» ¥ MOMydYaroT TOCTYI K JINYHOMY KaOMHETY mopTara.

ByabTe 0AuTEILHBI U HATIOMUHAWTE 00 3TOM [1eTAM: HUKAKOH y4YUTe/Ib
He MPOCUT CMC-KOJ 0T nmopraJjia «['ocycayrum» wiu Apyrux OHJIaiiH-CepBUCOB!

«Camo3anper Ha BbIAa4y KpeauTa (3aiimMa)»
®denepanbHbIM 3aKOHOM OT 26.02.2024 Ne 31-®3 «O BHECEHUN U3MEHEHUM B

@enepasibHblii  3aK0H «O  KpeAUTHBIX UCTOpHsX» U DenepanbHblil  3aKOH
«O moTpeOuTENbCKOM KpeauTe (3aiiMe)» MpeaycMOTPeHO MPaBo (U3MYECKOro



juma ¢ 1 mapra 2025 roma odopmuTh 3asiBJieHHE O BHECEHHHM B CBOIO
KPeIUTHYI0 HCTOPHI0 CBeleHUil o 3ampere (IM00 CHATHM 3ampeTra) Ha
3aKJ/Il0YeHHe ¢ HUM J0TOBOPOB MNOTPeOMTEbCKOro 3aiiMa (Kpeaurta), 3a
HCKJIKYEHHEM OTIeJbHbIX BHIOB KpeIuToB (HIOTEKA, ABTOKPEIMTHI,
oOpa3oBare/ibHbIE¢ KPeNThI, MOraiieHue JeiCTBYIOLIUX 32aiiMOB).

Jlnst ycraHoBeHUs (CHATHS 3ampeTa) Pu3ndecKoe JUI0 BIpaBe 0eCIIaTHO B
a000€  KOJIMYECTBO pa3 IMOAaThb COOTBETCTBYIONIE 3asBJICHUE BO BCE
KBAIM(QUIIMPOBAHHBIE OIOpPO KpEeOUTHBIX ucTopuil uyepes MOPIL[ wumum ¢
UCIIOJIb30BaHuEM EJIMHOro moprasna rocyciyr.

MHOroyHKIIMOHATBHBIN EHTP MPEAOCTaBICHUS TOCYIapCTBEHHBIX U
MYHUIIUNIATBHBIX YCIyT 0053aH 00ECHeuuTh OKAa3aHWUE YCIYyTH 10 BHECEHHUIO B
KPEUTHYI0 UCTOPHUIO CBEJCHUN O 3ampeTe (CHATHH 3alpeTa) Mpu OoOpalleHuu
¢dusnueckoro ymia B MOL co aas1 710pabOTKH U HACTPOUKH aBTOMATU3UPOBAHHOMN
uH(OPMAITMOHHON CUCTEMBI, HO He To3aHee 1 cenTsaops 2025 rona.

Nudopmarus o camo3anpere Wi 0 €ro CHATUU OyJIeT BHECEHA B KPEAUTHYIO
UCTOPHIO B TE€YCHHWU JHS, €CIM KPEIUTHOE OIOpO MOIYYHIIO COOTBETCTBYIOIIEE
3asBiieHue 10 22 4acoB 00 MUHYT IO MOCKOBCKOMY BPEMEHH, €CJIM MO3/IHEE — HA
CIEQYIOIINI KaJ€HAAPHBIN JICHb.

3amper HauyMHAET ACHUCTBOBATH HAa CIECAYIOLIUM JI€Hb TOCJE BKJIIOYCHUS
uH(pOpMaIK O HEM B KPEIUTHYIO UCTOPUIO (DU3NYECKOTO JIUIIA.

CHsaTue 3ampera HAuYMHAET JEWCTBOBAaTh HA BTOPOM KaJ€HIApHBIM IEHb
nocJie BKJIIOYeHHUs] THOPMAIIK O HEM B KPEUTHYIO UCTOPUIO (PU3UYECKOTO JTUIIA.

Oo6s3arenbHOE yclioBue IS nosydeHus: yciayru — Hannuue MHH. banku u
M®O 1o 3akiar4YeHusi JOTrOBOpa JODKHBI OyAyT 3alpocuTh Y  BCeX
KBATM(PHUITUPOBAHHBIX KPEAUTHBIX OIOPO HMH(OpMAIMI0O O HAJIMYUM 3ampera y
KJIINEHTa Ha BbIJA4y KpeauToB. Eciaum 3amper yCTaHOBIEH, TO KpEIUTHasd
opranuzanus i M®O gomxHBI OyIyT OTKa3aTh B YCIIyTE.

«Iloanucan 3aKoH 0 00pbOe ¢ KHOEPMOLIEHHUKAMID)

OenepanbabiM - 3akoHOM  oT  01.04.2025 No  41-®3  «O co3nanuu
rOCyJIapCTBEHHOU nH(pOpMAITMOHHOM CUCTEMBI MIPOTUBOICUCTBUS
IPaBOHAPYIICHUSIM,  COBEPIIAEMBbIM  C MCIOJIb30BAHMEM  HMH(POPMALMOHHBIX
Y KOMMYHUKAIIMOHHBIX TEXHOJOTHI, W O BHECECHUM W3MEHEHUN B OTIEIbHbBIC
3aKOHOJaTeNbHble akThl Poccuiickoit ®enepanuu» B paMkax 00pbObI €
TeJIe(POHHBIM MOILIEHHMYECTBOM YCTAHABJIUBACTCS:

- caMo3ampeT Ha 3aKJIIOYEHHE JOTOBOPOB 00 OKa3aHWM YCIYT CBSI3H 0e€3
JIMYHOTO TIPUCYTCTBUS,

- 3amper Ha mnepenady SIM-kapT TpeTbuM JunaMm (Kpome OJU3KHX
POJICTBEHHHUKOB);

- caMo3anpeT Ha MEXIyHapOJHbIE 3BOHKH, CriaM - OO3BOHBI U PACCBHUIKH;
- o0si3aTenbHAasT MapKUPOBKA BCEX HUCXOASAIIUX TeIC(OHHBIX BBI3OBOB OT
OpraHU3aIUN.



CoTpyaHukaM TrocopraHoB, OaHKOB, OIIEPATOPOB CBSI3H, HU(PPOBBIX
HKOCHCTEM 3aIPEIeHO 00IATHCS C TpaKIaHaMH U KIIMEHTaMH Yepe3 HHOCTPAaHHbBIE
MECCEHKEPBI.

B cdepe ¢punancoBoro peiHka, B 4aCTHOCTH, YKECTOUYAIOTCS TPeOOBaHUS K
UACHTU(PUKALMN 3a€MUIMKOB MPU OPOPMIEHUU MHUKPO3aiMOB B 3JIEKTPOHHOMU
dbopwme.

Kpome Toro, ycranaBiuBaercsi OOS3aHHOCTb KPEIUTHOM OpraHU3ALMU
110 OTPAHUYEHHUIO BBIJJAYM HAJIUYHBIX JEHEXHBIX CPEJICTB C MCIOJIb30BAHUEM
O0ankomaToB Ha cymmy 110 100 Thicsu pyOJseil B Mecsll, ecid B COOTBETCTBYIOIIEH
0a3e JaHHBIX ecTb HH@OPMaNUA O CJAy4asiX M NONBITKAX OCYILIEeCTBJICHUS
NePeBOI0B JICHEKHBIX CPeACTB 0e3 10OPOBOJIBHOIO COTJIACHS KJIMEHTA.

JIro60# 4enoBeK CMOKET Ha3HAUUTh CBOE JOBEePeHHOe JHUI0, K KOTOPOMY
KpeaIuTHAsi OpraHu3anus Oyaer oOpamarbes 32 NMOATBEPKICHUEM ONepPAlUH
10 BbIJa4Ye HAJTUYHBIX UM 0()OPMIIEHHIO KPeauTa.

KpenuTtHble opranusanuy, BiIaJIeibLEB arperaTopoB U ONEpaTOpOB 00sA3aIH
NpEeAoCTaBIATh €  ucnonb3oBanueM CMOB  cBenenus, 3ampammnBacMble
onepatuBHUKaMu U opranamMu OCb.

3akoH BcTymnaeT B cuity ¢ 1 uroHg 2025 1., 32 UCKIIOUEHUEM MOJIOKEHUH, s
KOTOPBIX MPEAYCMOTPEHBI UHBIE CPOKH.

«MoleHHHYeCcKasi cxeMa ¢ 00HOBJIEHHEM 0AHKOBCKHX KapT»

MolleHHUKY Yalie CTajld MOXUIIATh ICHbIU, IPEACTABIISISICH COTPYIHUKAMHU
0aHKa ¥ MpU3bIBasi CPOYHO OOHOBUTH MOOUIILHOE MPUIIOKEHUE.

3MOYMBINIUICHHUKNA 3BOHAT W TPEACTABISIIOTCS COTpyAHUKaMu OaHKa,
yOex/1asi yCTAaHOBUTH «IIPABUIILHYIO BEPCUIOY TIPHIIOKCHHUSI.

OHU HacTaWBarOT HAa HEMEIJECHHOM OOHOBJIEHWHW, WHA4Ye CYeTa M KaPTHI
KJIMEHTAa MOTYT OBITh 3a0JIOKUPOBAHBI.

3areM MOIICHHUKHA TPHCHIIAIOT CCBUIKY IS CKauyuBaHWUS OOHOBIICHUS,
KOTOpas BEJET Ha CIEIMAIBHBINA pecypc.

[Tocne mepexona skpaH OJIOKHUpYeETCs, JaBasi 3MIOYMBIIIJICHHHKAM JOCTYM K
YCTPOKNCTBY, B TOM YHCJIC B JINYHBIN KAOMHET OAHKOBCKOT'O MPUIIOKEHUS.

MoIlIeHHUKHN UCTIOIB3YIOT IEPEXBAUYEHHBIE CMC-KO/IbI JJIs1 BEIBO/IA JICHEKHBIX
CPEJIICTB CO CUETa >KEPTBBI.

He mepexoante 1Mo COMHUTEIBHBIM CCHUIKAM: CKayMBalTe W OOHOBIISIITE
PUIIOKEHUS TOJIBKO Yepe3 oduiraibablie Mara3unel - App Store win Google Play.

He noBepsiiTe HEOXHIaHHBIM 3BOHKaM: OaHKHM HE MPOCAT OOHOBHTH
MPWIOKEHHUE IO TeIehOHY MU Yepe3 MECCEHIKEPHI.

[Ipu 1F0OBIX COMHEHHSIX TTO3BOHUTE B OAHK 1O OHUITHATEHOMY HOMEDY.

Econ Bpel yxe nepenum IO NOAO3PUTENBHOM CCBUIKE, HEMENJICHHO
oOpaTuTech B OaHK U MOMPOCUTE BPEMEHHO 3a0JIOKMPOBAThH JTUYHbINA KAOWHET.

Bynbre OnuTenbHbl K MOI0OHBIM MOMBITKAM OOMaHa!



«OCTOPOKHO, MOILIEHHUKH !»

Hecmotpst Ha MHOTrOYHCIEHHBIE MEpbl OOPHOBI C MOIIEHHUYECTBOM B CETHU
NHuTtepHeT, BCE ke MOsBIIAIOTCS HOBBIE CIIOCOOBI OOMaHa.

B nacTosimiee BpeMst pacnipocTpaHsAeTCsl MOIIIEHHUYECKas CXeMa, 10 KOTOpou
3JIOYMBIIIUVICHHUKH 3BOHAT YYEHUKAM OT JIMIA aJMUHHUCTPAIIMU IIKOJbI B IIEJISIX
"MOATBEPAKIACHUS JOCTYIA B DJICKTPOHHBIN KypHAI'.

3areM OOMaHHBIM MYyTEM NPECTYMHUKH IMOJIY4YalOT OT peOEHKa TOCTYI K
akkayHTy MOII nnu noprainy mos.ru.

Pa3bsicHUTE JeTAM, YTO B CJIy4Yae NOCTYIICHUS] TAKHUX 3BOHKOB CJIeayeT
HEMENJIEHHO TPEeKPATUTh Pa3ropop M coo0MUTH 00 3TOM B3POCJabIM!
AJIMHUHUCTpaus IIKOJIbI HE BIIPABE 3alpalliBaTh JUYHbIC JAHHbIC.

He mo3BosstiiTe MomieHHUKaM 0OMaHyTh Ce0s ¥ BaIlIuX OJM3KHX !

«C 1 anpesist 2025 roga BBeieH JUMHUT HA KOJUYECTBO CUM-KaPT JJIsl
a00HEHTOB»

®enepanbibiM 3akoHOM 0T 08.08.2024 No 303-D3 BHeCEHbI U3MEHEHHUS B
®enepanbhbiii 3aK0H 0T 07.07.2003 Ne 126-D3 «O cBsizu».

Tax, pusmdeckoMy JTUILy MOKET OBITh BBIACICHO OTNEpAaTOPaMH MOABIKHON
panuoreneoOHHONM CBSI3M W MPENOCTABICHO B IMOJb30BaHME aOOHEHTAMH —
IOPUANYECKUMU  JTUIAMU  JTUOO0 WHIWBUAYaJbHBIMUA TPEANPUHAMATEISIMHA B
COBOKYMHOCTHU He OoJiee 20 aDOHEHTCKUX HOMEPOB.

3aKOHOM  YCTAHOBJICHBI OCOOCHHOCTHM OKa3aHUsl yCIyT TOABM)KHOMN
paanoTeneOHHON CBSI3M MHOCTPAHHBIM TpakJlaHaM WM JIMLaM Oe3 rpakJaHCTBa,
peayCcMaTpUBAIOLINEe BO3MOXKHOCTh IPEIOCTABICHUS B MOJIb30BaHUs He Oonee 10
A0OHEHTCKUX HOMEPOB.

Takxxe Ha OIICpaToOpoOB CBsA3M BO3JIAaracTcsd 00513aHHOCTh ITPOBCPATH
JOCTOBCPHOCTD CBCI[GHI/Iﬁ 00 aboHEHTE M O KOPIIOPATHUBHBIX IIOJIB30BATCIIAX O
Ha4aJla OKa3aHusA UM YCIIYT.

HpOBepI/ITB KOJIMYCCTBO 3aKIHOYCHHBIX JOT'OBOPOB 00 oKa3zaHUHU YCIIyT CBA3H
MOHO C UCITIOJIb30BAaHNECM CIMHOI'O ITOPTala rOCy1apCTBCHHBIX 1 MYHUITUIIAJIbHBIX

YCIIYT.



«Omubka B pacyere pasMepa NeHCHH KAK CIOC00 MOIIEHHUYECTBAa»

[TocTtymaer 3BOHOK sIKOOBI OT coTpyaHuka IlencmonHoro ¢oHma C
COOOIIEHHEM O BBISBJICHUU B XOJI€ NMPOBEPKU HCUUCICHHOrO pa3Mepa MEHCUU
HEYYTEHHOTO TPYJOBOTO CTaXka M TMPEJJIOKCHHEM HamucaTh 3asBJICHUE O €¢
nepepacyere.

[Tocne wero, sikoOwbl aisg uaeHTU(dUKanMK Bac kak mosjydarens TNEHCUH,
POCAT COOOUTUTh Ko U3 ocTynusiiero CMC-cooO1ieHus.

Ecnu BINOTHUTE MPOCKOY U COOOIIUTH KOJI, MOIIIEHHUKHU MOJTY4YaT JOCTYIT K
JUYHBIM KaOWHETaM TpaxaaHuHa Ha cepBuce ['ocyciyr wim B GaHKe, KOTOPBIU
UCIIOJIb3YIOT B KOPBICTHBIX LIEJIAX.

Hckntounte HEMEMJICHHYIO Tlepeady Koja.

Jlyume ytoyHuTe (aMUIUIO, UMS, OTYECTBO, JIOJDKHOCTh, TOYHOE MECTO
paboThl 1 HANMEHOBAHUE OPTaHU3AIIMN 3BOHSIIIIETO.

IIpepBure pasrosop.

CBskUTECh ¢ Ha3BaHHOW WM OpraHm3aiued mo tenedoHy, HaWas ero Ha
opunnanbHoM caiite Conpansaoro @onaa Poccun uinm 1o u3BeCTHOMY BaM HOMEPY
cBoero otnenenust Doxnna u nposepbTe HHGOPMAIIHUIO.

«HabOupaer 000poThI «PUIINHI» - KAK CNIOCO0 MOIIIEHHUYECTBA)

Habupaer o000poThl «dUIIMHT» - Kak CIOCO0 MOIICHHUYECTBA,
3aKJIFOYAOIIMICA B HAIMpPABICHUU MOCPEACTBOM HHTEPHET-CANTOB, COIMAIbHBIX
CeTel, aJpecoB ANEKTPOHHOM MOYTHI CCHIJIOK HA PA3JIMUHbIE PECYPCHI, KOTOPBIE TaK
WIM WHAYE 3aMHTEPECOBBIBAIOT HACENIEHUE, OOy K/1ast IEPEUTH TI0 HUM.

B mepeBose ¢ aHmmMiiCKOTO «(QUIIMHT» O3Ha4daeT «pbidoanka». Ho s
3JIOyMBIIUICHHUKOB Tpa)KJjaHe He pblOaku, a phida, KOTOPYIO MOXKHO MOWMAaTh Ha
KPIOYOK M UCIOJIb30BaTh IO CBOEMY YCMOTPEHHUIO.

UeM xe 3aMHTEPECOBBIBAIOT?

Hanpumep, rapanTupyroT noayueHue mpusa oT MapKeTIIeHca WM CKUAKU OT
JOOMMOr0 MarasuHa, yBEJIWYEHHWE TCHCUOHHBIX HAYUCICHUH U JPyTHX
COITMAJILHBIX BBITUIAT WM JIOMIOJTHUTEIBHBIN JOXO0[ OT KaKOW-TH00 eI TeIHbHOCTH.

IIpy mnepexone MO CCBUIKE, KakK TMPAaBWIO, NPEAJIAral0T 3alOJIHUTh
NEPCOHANbHBIE JIAaHHBIE, B T.4. PEKBU3UTHI OAHKOBCKHX KapT, YTO OTKPHIBAET
MOIIIEHHUKAM JIOCTYIl K YIPaBJICHUIO UMEIOIIMMHUCS Y TpakIaHnHAa 0aHKOBCKUMU
MPOIYKTaMU (CUeTaMH, KpeIUTaMU, UTIOTEKOI ) Uik 0(pOPMHUTDH UX HA HETO.

Kaxmomy mOMKHO OBITh MOHSITHO, YTO TEpelaBaTh CBOM IEPCOHAJBHBIC
JTAHHBIE HEU3BECTHBIM JIUIIAM OIACHO.

['ocynapcTBeHHBIE OpraHbl W OaHKH HHUKOTJA HE 3alpallfBalOT TaKHe
CBEJICHUSI TIOCPEJICTBOM MECCEH/KEPOB, COLMAIBHBIX CETEH WM 3JIEKTPOHHOU
MOYTHI.

Kputnuecku oneHnBaiTe nNocTynaroiyo nHhopMaiuo!



«Baumanue! PacpocTpaHeHHbIe CXeMbl MOILIEHHUY1€CTBA)

Quuuneosvie amaxu yepes MecceHoHcepvl U COYUAIbHble Cemu:

* MOoIlIEHHUKH OTMPABISIIOT COOOIIEHUSI CO CChUIKAMM, BEAYIIMMH Ha
CTOpPOHHHE pecypchl. UTOOBI BOCMOJB30BaThCS HWHTEpECYyIoIIe HHpopmaluen
MpejiaraloT BHECTH TMEPCOHAJIbHBbIC JaHHBIE - JIOTWHBI, MapoOjd, JaHHbBIC
OAHKOBCKOM KapThl.

Hcnonvzosanue no0oenvbHbix catimos MapKemnieucos:

* Co3garoTcsi KONMM W3BECTHBIX HMHTEpHET-Mara3uHoB. Ilokymnartenun
NEPEBOJAT JEHBIY 32 HECYIIECTBYIOIINM TOBAP U HE MOJTYYAIOT 3aKa3.

360HKU OM «COMPYOHUKOB OAHKANY:

 JhxecoTpyaHUKN OaHKOB M TMPaBOOXPAHUTEIBHBIX OPraHOB COOOIIAIOT O
«TOJIO3PUTENIBHBIX ~ ONEpalusxX» W MpejlaraloT IEepeBeCTH JEHbIM  Ha
«0Oe30IacHbBIN» CUeT.

lloooenvubiii QR-k00:

* MoleHHUKN pa3MemaT noajaesibHble QR-KOAbI B pa3iuyHbIX MECTax,
HalpuMep, Ha MApKOBKAX WM KBUTAHIMAX OO0 oOIjlaTe yCIyr, CKaHUPOBaHUE
KOTOPBIX MOXET TMPUBECTH K YCTAaHOBKE BPEJOHOCHOTO MPOrPAMMHOIO
obecrnieyeHus1, UiIu yTEUKe MePCOHATBHBIX JTaHHBIX.

Jlooicnble coobwenus 0 KOMneHCcayusx u eublnaamax:

* «KepTBe» npeaararoT KOMIEHCAIMIO UM COLMATIbHBIE BBITUIATHI, TPEOys
IpeIBapUTENbHBIN MIIaTeXK «3a OPOPMIICHUEY.

B3nom akkaynmog 6 coyuanvHulx cemsax u mpeboganue 8blKyna:

* [Jony4yuB 1OCTYN K JIMYHBIM CTPAHULIAM I0JIb30Barenen cetu «MHTepHeT,
3II0YMBIIUICHHUKHA TPEeOYIOT NEHbIM 3a WX BoccTaHoBiieHHe. OHAKO, BbITUIATA
JICHET HE TapaHTUPYET BOCCTAHOBJIEHUE JOCTYMA K aKKayHTaM.

Kax sawyumums cebs:

* He nepexoiure 1mo nogo3puTEIbHBIM CCHUTKAM.

* IlpoBepsiiTe IOCTOBEPHOCTh HHPOPMALMH 4Yepe3 O(UIHAIbHbIE
UCTOYHUKH.

* Ilpexne, yem mnpuoOpectu TOBap, yOeauTeCh, 4YTO HAXOAMUTECH HA
obUIMAIBHOM CalTe OpraHW3allMyd MYTeM CIWYEHHUs BCEX 3HAKOB €ro ajpeca B
Opay3epHOii CTPOKE.

* 3HaKOMbTECh C OT3bIBAMU 00 OpraHU3aIUH.

* He cooOmaiite nMYHBIE JaHHbIE HE3HAKOMIIAM, KeM Obl OHU He
PEACTaBUIIUC.

* Ucnonp3yiiTe I 3alMTHI CJIOXHBIE TMAPONM M JBYX(DAKTOPHYIO
ayTeHTU(PUKALIUIO.

 [loMHute, 4TO HacTosAmMEe PAOOTHUKM OAHKOB W TPABOOXPAHUTEIHHBIX
OpraHoB He WHGOPMHUPYIOT TpaxkaaH O (GUHAHCOBBIX Yrpo3ax W HE Mpeaiararor
TIEPEBECTH JICHBTU Ha «OE30MACHBINA CUETY.

* 3HaliTe, COLIMAJIbHBIE OPraHU3alluK HE TPEOYIOT MPEOIUIATy 3 BBIILIATHI.



«He3akonnas nepeaavya CpeacTB IViaTeka — NPECTYIVICHUE»

MHorum He pa3 JOBOJWIOCH BHUJETh OOBSIBICHUS WM  CIIBIIIATH
IPEAJIOKEHHSI O TTOKYIKE «IIYCThIX» OAHKOBCKMX KapT, OPOPMJIEHHBIX Ha ceOsl ¢
nepegayenl CpeicTB IUIaTeXka, IMO3BOJIIIOIIMX BOCIOJIB30BATHCS KapTamu, WIIU
IPOCTO NPOAaTh JaHHbIE COOCTBEHHOW KapThl 1 OAHKOBCKUX MPHUIIOKEHHI.

[Iponate O0aHKOBCKYIO KapTy W CpeJACTBa IUIaTeXa JUIsl YNPABICHUS €10 —
daranbHas ommuoOKa.

B nmanpHelimieM OHM  MOTYT  HMCHOJIB30BaThCA  JUISl  pealUM3alMu
MOILIEHHUYECKUX CXEM, B TOM YMCJIE C KpEeIUTaMM, CyOCHAUSIMHU UM MOCOOUSIMH,
BbIBOJIa IMOXUIICHHBIX JEHET, MPOJaKM HAPKOTUKOB M Jake (hUHAHCUPOBAHUS
TEppPOpHU3Ma.

JUis oTuX 1ened 3MI0yMBIIIJICHHUKH MPUOOPETaloT ¥ OOBIUHBIX IpaKIaH 3a
HeOonbIne aeHbru OankoBckue Kapthl, [IMH-koabl, 37€KTpOHHBIE JIOTMHBI U
napoJn A5t 0aHKOBCKUX MPHUIIOKEHUN M MHBIE CPEICTBA TS IpUEeMa, TIepeBOAa WIH
BBbIJIA4U J€HEKHBIX CPENICTB.

BoapmIMHCTBO MPOJAIOIIMX CPEACTBA IUIATEKA CUUTAIOT, YTO OHM HHUYErO
IPOTUBO3aKOHHOTO HE JENaloT, TaK KaK CaMM HHUKAaKUX MPECTYIUIEHHH € HX
UCIIOJIb30BaHUEM He coBepiaoT. OJHaKo, COrjJacHO OaHKOBCKUM IpaBHUJIaM
I10JIB30BAThCS KAPTOU MOYKET TOJIBKO €€ BIACIICLL.

B otHOmennn ¢opManabHbIX BIIaJENblIEB OaHKAMU MOTYT OBITh PUMEHEHBI
MepbI BHYTPEHHETO KOHTPOJIS, TO3BOJISIOIINE OTKA3aTh B COBEPUICHUHU B TOM YHCIIE
0OPOCOBECTHBIX OTEpallUid, a MOTEPIEBIINE OT MOIIEHHUYECKUX JEHCTBUNA MOTYT
IPENBABUTh K «IPOJABIY» TI'PAXKJAHCKMM HMCK O B3BICKAHUH HEOCHOBATEIBHOIO
oOoramieHusi, Belb HMMEHHO Ha HEE MEPEUUCISIOTCS MOXUIICHHBIE JEHEXHbIE
CpEeACTBa.

3a HempaBOMEpHBIH OOOpPOT CPEACTB ILIaTeXka, B T.4. MPOJAXKY KapThl,
YCTAaHOBJICHA YT'OJIOBHAs OTBETCTBEHHOCTh. MaKCHUMaJlbHOE Haka3aHue - 7 JIeT
nunieHus cBo0oil co mrpadom 1 MiH. pyo.

3HaiiTe 00 3TOM U HE MOMOraiiTe MPecTyNHUKAM OOMaHbIBaTh T'paxaaH U
roCyJ1apCTBO.

«Kak oTJINYUTH NOoAAeIbHBIA CaliT»

Pacrer momyJsipHOCTH OHJIAMH-IUIATEKEH, a BMeCTe € HEK YHCJI0
MOIIIEHHUYECKHUX AeHCTBUI B CETH.

OnuH U3 caMbIX PacHpPOCTPAHEHHBIX BHUIOB MOIIEHHHYECTBA - CO3/IaHUE
CalTOB-IBOMHUKOB.

BHenmmHe OHM  OYeHb TIOXOXKHM Ha OQUIMAIBHBIC CaWTBhl OaHKOB,
FOCYJIapCTBEHHBIX OPraHOB, IUIATEKHBIX CHUCTEM WM OHJIAWH-Mara3wuHoOB, B
T.4. BEO-CTpaHUI] MO MPOJIa’ke aBUAOUIIETOB, TYpIyTEBOK, MECT B TOCTUHHIIAX U
CaHATOPHUSIX.



[{ens MOIIIEHHUKOB - MTOJIYYUTh TOCTYII K JIMYHBIM JJAHHBIM U (PUHAHCOBBIM
aKKayHTaM I10JIb30BaTENEH, YTOOBI NCIIOJIB30BATh UX B CBOMX LIEJAX.

YacTto Takue CanThl-IBOMHUKM HMMEIOT NOXOXXHHW C HACTOSLIUM CaUTOM
JIV3alH U CTPYKTYPY M3JI0KEHHS MaTepuana, a TAaKKe IMOX0KUE TOMEHHbIE MMEHA.

3HAYUT HAJ0 HAYYNUTHCS PACIIO3HABATH UX.

[Ipexxne yem npuoOpecTy ToBap OHJIAMH U BBOJUTH MEPCOHATIbHBIE JaHHBIE
NpOBEphTE aJpec calTa B BEpPXHEW cTpoke Opaysepa. YOeauTech, UYTO OH
HAYMHAETCs C aHIIMICKUX OYKB M 3HaKoB «https://» U nMeeT MUKTOrpaMMy 3aMKa,
KOTOpas rapaHTupyeT 6e30MacHylo nepeaady uHpopMaiuu.

. CaepbTe Kax bl 3HaK ajpeca, BO3MOXKHO OOHAPYKHUTE 3aMEHY OJIHOM
OYKBBI Ha APYTYIO WU JOTIOJHUTEIIbHBIA CUMBOJI.
. OOpatuTe BHHUMaHHME Ha JU3aliH calTa W €ro coJepKaHue.

[lonnenbHBIM  CAWT, KaK MOPaBUIO, HWMEET HEKAYECTBEHHBIM JW3alH U
rpaMMaTHYECKUE OIMMOKU B TEKCTaX.

. Haiinure B mOMCKOBBIX cucTeMax, Hanpumep, «Anaekcy, «['yrm» uim
Ha opummanbHbIX (opymax OT3bIBEL. OOBIYHO JIOAW JEISATCS CBOWM OIBITOM
MOIA/IaHUsI HA MOIIEHHUKOB M IPEAYIPEKIAIOT O MOAAECIbHBIX CalTaxX.

. CpaBHHTE LIEHBI HA TOBAP M YCIOBUS MPOJAKU HA HECKOJIBKUX CANTax.
CnumkoM HU3Kas EHA -MPU3HAK, OTJIWYAIOIIMA MOIIIEHHUKOB.
. [TosrydnB 3JIEKTPOHHOE MMUCHMO CO CCHUIKOM Ha CaMT, KOTOPBIM BBl HE

3HaeTe, HE NepexoAuTe Mo Heu. Jlyulie BpydyHYyIO BBEIUTE aapec caiTa B
MTOMCKOBYIO CTPOKY Opay3epa.

. Ecnu BeO-caliT npeacrapisieT coO0M OHIalH-Mara3uH Wil KOMITAaHHUIO,
yOeaUTEeCh, UTO HAa HEM MPEJICTABICHB HAMMEHOBAHHE IOPHIMYECKOTO JIUIA HIIH
WHIMBUAYAJIBHOTO TPESANPUHUMATEIS, aJIpec PEerucTpanud U GakKTHISCKUM aapec
OpraHHU3aIMH, PEKBU3UTHI PACYETHOTO CUETA.

. Hacrosimme caiiTel OOBIYHO HMMEIOT JIOTOJIHUTENIBbHBIC (DYHKIIHH
0€30IMaCHOCTH, TAKUE KaK BO3MOKHOCTh CO3JIaHMS MTOJIB30BATENIEM YUETHOMN 3alUCH
C JJIOTHHOM W MapoJIeM, OMNIUM HACTPOMKHU IMPUBATHOCTH, ITO3BOJISIONIUE 3a]1aTh
MpaBujia U OrPAHUYECHHUS JUISl JOCTYIIA K IEPCOHAIBHBIM JJAHHBIM.

PazymHas 0CTOpOXKHOCTH €111€ HUKOMY HE MOBpeAnIIa.

«Ilopy4enne pykoBoauTe sl KaK CIoco0 MOIICHHUYECTB)

Momennrku B MecceHmpkepax WhatsApp, Telegram u  npyrux co3naroT
AKKAyHT, BH3yaJbHO I[IOXO0XXWUHW HA AaKKayHT pYKOBOAUTEIS W HAIPaBIISIIOT
MOTYMHEHHBIM COOOIIEHUS, HATTPUMEDP, O HEOOXOAUMOCTH OTBETUTH HA 3BOHOK M3
MOJIUIIUHU TI0 YKa3aHHOMY Telie(poHy.

[ToBepuBIIUIT ¥ BBITTOJHUBIINKN TMOPYYEHUE Y3HACT HCTOPHIO 00 Yrpose
yTpaThl COOCTBEHHBIX JCHEr C MPEIJIOKEHHEM IEPEeBECTH WX Ha «0e30macHBIN
CYEeT», KOTOPBIX TYT K€ U HA30BYT.

Tak DOCTymaroT MOIIEHHUKH. 3BOHUTE PYKOBOJWTEIO, IPOBEPSUTE
uH(pOpMaIHIO.



«IIponaka 0aHKOBCKOI KAPThl YT0JI0OBHO HAKA3yeMay

MHoruM He pa3 JOBOJWIOCH BHUJETh OOBSIBICHUS WM  CIIBIIIATH
NPEIJIOKEHHS] O TTOKYIKE «IIYCThIX» OAHKOBCKMX KapT, OPOPMIIEHHBIX Ha CeO0sl ¢
nepenayell JaHHBIX, MO3BOJISIOMIMX BOCIOJIB30BaThCS MMU MJIM MPOCTO MPOJATh
JTAHHBIE COOCTBEHHOM KapThI.

JUisi ¥MCHoNb30BaHMUsl KAapThl MOILIEHHHUKaM HEO0OXOAMMO 3HaTh MUH-KOJ,
TpeX3HAUYHbIA MPOBEPOUYHBINA KOJI HA €e 000poTe, HEOOXOAUMBIN ISl COBEPIIEHUS
OaHKOBCKHX ONEpAIMii, CPOK €€ JeHCTBHUS, MapOoJib JIUYHOTO KaOMHETa B UHTEPHET-
Oanke, nocneanue 3 wiu 4 uudpel HoMepa KapThl.

[Iponate GaHKOBCKYIO KapTy, 3aperMCTPUPOBAHHYIO HAa CBOE UM HIIA €€
NaHHble — (aTajibHas OIMMOKa, MOTOMY YTO B JaJIbHEHIIEM OHU HCIHOJB3YIOTCS
MOILIEHHUKaMHU [UIsl TIepeBOAa M OOHAJIMYMBAHUS MMOJYYEHHBIX KPUMHUHAJIbHBIM
IyTEM JICHET.

Hampumep, npuoOpeTeHHyI0 KapTy WM €€ JaHHbIE MOIIEHHHKH MOTYT
UCTIONIB30BaTh ISl TOJKIIOUEHUS! K (DMHAHCOBOW MHUpaMUIE, PEeaTu3alluu CXEM C
KpeauTamMu, CyOCUIMSIMHU WM MOCOOUSIMU, OOMaHa CEpBHUCOB, 3a0JIOKMPOBABIIHNX
IPECTYIHUKA, OOMaHa C 3JEKTPOHHBIMU IUIATEKaMHU M CTPaXOBKaMU, MOITYYEHUS
NEPEBOJIOB OT JKEPTB MOLIEHHUYECKHUX CXEM, BbIBOJA JEHEr, YKpPaJCHHBIX B
UHTEPHET-0aHKE U U3 DJIEKTPOHHBIX KOIIEIHKOB.

Pe3ynbTaThl NpoOKypOpCKOro Ha/i30pa CBUIIETEILCTBYIOT, YTO Yalle BCEro B
HE3aKOHHbIE (UHAHCOBBIE ONEPAMH C MCIOJIb30BAHMEM OaHKOBCKUX KapT
BOBJICKAIOTCS CTYJICHTHI Pa3JINYHBIX YU€OHBIX 3aBEJICHUM.

CornacHO 0aHKOBCKHMM IpaBWJIaM TOJb30BaThCS KapTOMl MOXKET TOJIBKO €€
BJIAJICIICIL.

B otHomenun ¢opManbHBIX BIAJeNblieB OAHKOBCKUX KapT, T.€. T€X KTO
IpoJai KapTy WM €€ JIaHHbIE U PEaJIbHO HE paclopspKaeTcs €r, OaHKaMU MOTYT
OBITh TPUMEHEHbl MEpPbl BHYTPEHHErO0 KOHTpPOJIA, IO3BOJSIOIIME OTKa3aTh B
COBEPILEHUH COOCTBEHHBIX (DMHAHCOBBIX ONEpALUi WU B 3aKIOYEHUH JOrOBOpa
OaHKOBCKOI'O CYETa.

3a HempaBOMEpHBIH OOOpPOT CpEACTB IUIaTeXka, B T.4. MPOAAXY KapThl,
YCTaHOBJIEHA YTOJIOBHAs OTBETCTBEHHOCTb. MakcMMajbHOE Haka3aHue - 7 JeT
JunieHus cBo6o 1 co mrpadom 1 MiH. pyo.

Kpowme Toro, noteprnesiire 0T MOIIEHHUYECKUX JEHCTBUNA MOTYT NPEIbIBUTD
K TMpOJABIIEMY KapTy TPaKJAHCKUM KMCK O B3BICKAHUM HEOCHOBATEIHLHOTO
oOoraiieHusi, BeAb WMEHHO Ha HEE MEPEUHCIAIOTCS MOXUIIECHHbBIE ICHEXHbIC
CpencTBa.

Octeperaiitech MOAOOHBIX CACIOK U MPEAYNPETUTE 00 ITOM CBOUX OJTU3KHUX.

«JI0KHBIN 3BOHOK OT HOTAPHYCA KaK CIIOC00 MOLLICHHUYECTBA)

[TocTtynaer 3BOHOK OT SIKOOBI HOTapuyca, cooOmiaroiiero o0 ohopmiIeHUU
ceiuac Ha Ballle UMs KpeJIuTa Mo paHee MOAMUCAHHOW TOBEPEHHOCTH.
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Bo3Mmy1ieHHbIli a0OHEHT OTBEYAET, YTO HHMKAKHUX JIOBEPCHHOCTEH OH HE
BBIIABAJI, TIOCTIE YEro €My MpeJjiararoT MO3BOHUTH B TOJHIIMI0 W pa3o0paThCes,
TUKTYIOT HOMEp TeaeoHa AJis CBA3H.

JIEHCTBUTENBHO, MO  YKa3aHHOMY  HOMEpPY  OTBEYAaeT  YEJOBEK,
MPEICTABISIONIMNACS COTPYAHUKOM TMOJUIMU, W MPEIAracT CPOYHO OMNEPEAUTH
MOIIIEHHUKOB, caMHM O(OPMHUTH KpPEIUT Ha ce0s U TepeBeCTH JCHBIHM Ha
«3aIUIIEHHBIN CUETY.

Te, KTO TOBEPUT U BHITIOJIHUT KOMaHIbl, CBOUMU PYKaMU MEPEBEIYT JEHbIU
MOIIICHHUKAM.

UToOBI HE TONACTh B MOJI00HYIO CUTYAIIUIO, 3HANTE:

- 0e3 BalIero JUYHOTO MPUCYTCTBHUS HU OJWH HACTOSIIMNA HOTApUyC HE
odopMIIIET KaKHue-Tu00 JIOKYMEHTHI,

- «3aIUIIEHHBIC WM O€30MacHbIC CUeTay MPUHAJJIC)KAT MOIIICHHUKAM;

- Mmooyt uHpOpMaIHo 00 yrpo3e MOTepsATh JECHBI'M WIM UMYIIECTBO HAJ0
MPOBEPSTE.

BceTrynus B pa3roBop, yTOUHSNTE:

- (amunuro, uMs, OTYECTBO, JOJDKHOCTb, TOYHOE MECTO paldOThl U
HAaMMEHOBAHUE OPTraHU3aIMU 3BOHSIIIETO;

- HWCTOYHUK €ro HMHQpOpMalud O Bac M HAIMYUM BalIUX MEPCOHATBHBIX
JTAHHBIX;

- B KaKoM OaHKe uaeT opopMIIeHHE KpeauTa U TJIe OH HaXOAUTCS. :

B cetu Wntepner nHaiigute odunmanbHbie caitel MBJI, Hortapuara,
banka, mnpoBephTE€ MO HMMEIOIMIMMCS B HUX KOHTAaKTHBIM HOMEpaM IOJIYyYEHHYIO
uHGOpMAITHIO.

«ITponsieHue T0roBOpa ¢ COTOBBIM ONEPATOPOM KaK CIOCO0
MOIIIEHHUYECTBA»

OueHb NpOCTOil, HO, K COKAJICHUIO, JEHCTBEHHBIN CIOCOO MOIIIEHHUYECTRA.

[To TenedoHy mocTymaeT 3BOHOK OT SIKOOBI MPEIACTABUTENSI oOIepaTopa
COTOBOM CBsI3U C COOOIIIEHHEM 00 OKOHYAHUU CPOKa JEHCTBUS BAIIEro JI0roBOpa O
MPEAOCTABICHUHN YCIYT CBA3U U HEOOXOAMMOCTH €T0 MPOJIUTh, YTO MOXKHO CJIeIaTh
JTVMCTAaHIIMOHHO, €CJIM Bbl MPOJAMKTYETE omneparopy koia u3 nocrynusmiero CMC-
COOOIIEHUH.

MHorue, He 3ayMbIBasICh, COJIAIIAIOTCS U TEPSIIOT ICHBIU.

Ha npakthke mnepemaya koaa HEU3BECTHOMY O3HAYA€T IIOJIYYECHHUE
MOIIICHHUKOM JIOCTYIIa K BalleMy JUYHOMY KaOWHETYy Ha mopraiie ['ocyciyr, 4To
MO3BOJIIET 3aBJIAJICTh OOJBIIUM OOBEMOM XPAHAIIUXCA TaM IIEPCOHAIBHBIX
JTAHHBIX, B T.4. HACHOPTHBHIX.

[Toce aToro oH cMmokeT, Hampumep, oPOPMUTH Ha BAC KPEIUT, TIEPEBEIS
JICHbI'M HA CBOM CYET WJIY MPOJATh Ballly HEIBUKUMOCTb.
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[TomyuuB Takoe cooOiieHue, 3HANTE, JOTOBOP O MPEIOCTABICHUU YCIYT
COTOBOM CBSI3M SIBIISICTCS OCCCPOYHBIM M HE TPeOyeT MPOJICHUS, OTKAXUTECh OT
IPEII0KEHHUS.

[To3BOHHTE CBOEMY COTOBOMY OIIEPATOPY 10 HOMEPY Tene(doHa, yKa3aHHOMY
Ha ero ouIMaILHOM caiTe, MPOBEPhTE UHPOPMAITHUIO.

«ITonbITKa 0OPMHUTH KPEeIUT OT Balller0 MMEHH KaK CIocoo
MOIIEHHUYECTBA)

OauH U3 caMbIX PacIpOCTPAaHEHHBIX CMOCOOOB MOIIEHHUYECTBA BBITJISIAUT
CICAYIOIIUM 00pa3oMm.

[IpeacraBmsisick  sIKOOBI  COTPYIHHUKOM CITYy>XKObl ~ Oe3omacHocTu  OaHKa,
[{enTpanbHoro 6anka Poccuu, MOIUITMU WM MHOTO TOCYIAPCTBEHHOTO OpraHa, 1mo
TenedoHy COOOIIAIOT, YTO CeHYac MOIIICHHUKH MBITAIOTCS 0D OPMHUTH Ha BAC KPEIUT
U TIOXUTUTH JEHBIU.

UtoObI IOMENIATh 3TOMY U MOWUMaTh MOIIEHHUKOB, IIPEJIaraloT ONepe/IuTh
UX U CPOYHO caMUM O(OPMUTH KPEAUT, MEpeBeAs MOJy4YeHHBbIE JIEHbI'M Ha
«0€30MmacHbIN WIH «3alUIICHHBIN) CUeT.

[ToBepUB U BBHITIOJIHUB MPEIJIOKEHHBIE JIEUCTBUA, B T.4. MEPEBOJ JCHET Ha
MIPOIMKTOBAHHBIN cUeT, BBl CBOMMU pyKaMu OTAQIUTE UX MOIICHHUKY, TIOTOMY 4TO
CYET IPUHAJICKUT EMY.

[ToyyuB nono6Hy0 MHPOpPMALIUIO, YTOUHUTE (HAMUIIUIO, UMS U OTYECTBO
TOBOPSIIETO, €ro JOKHOCTh W O(QUIMAIbHOE HAWUMEHOBAHHE OpraHU3allNH,
KOTOPYIO OH MPEACTABISET, HANMEHOBAHME KPEIUTHOW  OpraHU3allvu,
o opMIISIIOIIIEH HA BaC KPEJIUT U €€ MECTOIOJIOKEHHUE.

BrisicHuTe, OTKy/1a K HEMY MOCTYTMHIIA TaKasi HHPOPMAIIHSL.

[Ipexparture pa3rosop.

B cetu UHTepHET Ha oummaibHOM caliTe Ha3BaHHOW OpTraHU3aIuy HAlANTe
KOHTaKTHbIN Teae(OH U BBIACHUTE, padOTaeT JIM B HEM Ball cOOECEIHUK, 1aBaIOCh
JI1 €eMYy TIOPYUYEHHUE CBS3aThCS C BAMU U B CBSI3H C UEM.

[To3BoHUTE B CBOM OaHK 1O TelePoHy, yKa3aHHOMY Ha 0OOPOTHOM CTOpOHE
KapThl WK Ha €ro opUIHAIBHOM caiiTe B ceTu VIHTepHeT, MpOBEphTE COXPAaHHOCTh
cOepeKeHUH.

[To3BoHHUTE B yKa3aHHBINA cOOECETHUKOM OaHK U MPOBepbTe HH(POpMaIuio 00
o(OopMJICHUH HA BaC KpeauTa.

[TomuuTe! baHk MOXET MHUIIMUPOBATH OOIIEHHE C KIMEHTOM TOJBKO IS
KOHCYJIBTAIIMH 110 TIPETIOKEHUIO COOCTBEHHBIX YCIYT.

Hacrosine coTpyJHUKY MOJIUIMN WIH UHBIX TOCYJApCTBEHHBIX OPTaHOB HE
YIOJHOMOYCHBI JIeNIaTh MO00HBIC MPEIIOKEHUS TpaXKaaHaM 1o TenedoHy.

Uckntounte nepenayy KoMy-J11u00 NepCOHATbHBIX TAHHBIX.
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BHuMaHue: MOLIIEHHUKH NPUTBOPSIOTCH padoToAaTeIAMU

310yMBINIUIEHHUKH pa3MeniatoT B cetu « IHTepHeT» (anbiivBbie OOBIABICHUS
0 BakaHcuUsIX. Mcronb3yloT mpuBIeKaTeIbHbIE YCIOBUS TPY/Aa U BBICOKYIO 3apIuiary.
Hactopoxurech, eciu B 00bSIBIICHUH:

. [Togo3puTeabHO BBITOIHBIE YCIIOBUS;
. Jlerkoctb 3apaboTKa;
. Henocrarouno undgopmaiinu v 0T36IBOB 0 paboToaTele.

MoleHHUKY TPOBOJISAT coOeceI0BaHuUs 10 TeJie(OHY WM BUICO3BOHKY, UYTO

co3JaeT WUIIO3MIO0 MpaBAUBOCTH. B Oecene oHM AenaiOT BHUJ, YTO BBl —
JY4YIIAA KaHIUJIAT HA JOJKHOCTD.

KubeprnpecTynauku BeiMpamuBaOT Bamm gaHHbie macrnopra 1 CHUJIC
Oynro 0wl s opopmieHust Ha paboTy. TpeOyroT PeKBU3UTHI OAHKOBCKOM KapThl,
SIKOOBI JIJ1s1 IEPEBO/JIAa aBaHCa, 3apILIaThI.

Ha camom pgerne ux menb — YKpacTh ¢ Baiiei 0aHKOBCKOW KapThl JCHBIH.

Bam npuxoaut cmc-cooOlieHne U «paboToaTelby MPOCUT Ha3BaTh KO U3
HEro sl MOATBEPXKACHUS 3asiBKM Ha pabOTy, HO JaHHBIE KOJbI IMO3BOJISIIOT
3JI0YMBILUIEHHUKAM CJielaTh MEepeBOJl WM OIJIaTy ¢ OaHKOBCKOTO cyeTa Jn0o
MOJIyYUTh JOCTYN Ha noptai «l'ocycoyrmy.

OTHOCUTECH CKENTHUYHO K NPEMIOKEHUSIM, KOTOPbIE Ka)XyTCsl CIUIIKOM
XOpOIIUMH, 4TOOBI ObITH MpaBnoi. [IpoBepsiiTe koMmanuio padoronaTens nepen
T€M, KaK OTKJIINKHYTbCS Ha BAKaHCHIO.

He mnepenaBaiite nuuHble naHHbIE WIKM OaHKOBCKYIO HH(OpMAIU0 [0
MOJMKUCAHMS ToToBopa ¢ paboTtonarenem. He coolriaiiTe Koabl U3 cMC-COOOIIIEHUN
Y UCIIOJIb3YWUTE MPOBEPEHHBIE PECYPCHI JIJIsl TIOMCKA BaKaHCUM!

«BHMMaHuUe: AKTUBU3UPYIOTCS KNOEPIPecTYMHUKI»

[TommynsipHbIE CXEMBI:

@delKoBbIE 3HAKOMCTBA — MOIIEHHUKH CO3JAI0T JIOKHBIE MpOGUIn B
COLMAJIBHBIX CETSIX U Ha CalTaX 3HAKOMCTB, Pa3bIrPhIBAIOT BCIIBIXHYBIINE YYBCTBA
Y B UTOT€ BEIMAHUBAIOT JICHEKHBIC CPEJICTBA.

JlokHBIE CalThl TOCTAaBKU IIBETOB U MOJAPKOB — MPEAJIAraroT «CKUAKH U
AKCKJIFO3MBHBIE OYKETh», HO TIOCJIE OIUIaThl 3aKa3za MpeKpamalT OOIIeHHE.
@OUIMHTOBBIC AKIIMK M CKUJKH — TMPEIJI0KEHHUS SKOOBI OT M3BECTHBIX OPEHIIOB,
KOTOpPBIE MPUBEAYT BaC HA CAWThI, MOXUIIAIOIINE TMEPCOHAIBHBIC JAHHBIC WU
pacnpocTtpanstolne spegoHocHoe I10.

JlocTaBka IIBETOB OT «HEWU3BECTHOIO IMOKJIOHHUKA», NMPEIHA3HAYCHHAS IS
BBIMAHMBAHHUS CMC-KOJIa Y TIOJIYUYE€HUSI HEMMPABOMEPHOro nocrymna K «['ocycimyramy»
Y VHBIM JINYHBIM aKKAyHTaM.

bynbTe BHUMATENBHBI U OCTOPOXKHBI!
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«Kak MOIIEeHHUKH NpeIaraloT npoaauThb nojauc OMC»

3JI0yMBIIUICHHUKU NPUAYMaId HOBYIO CXEMY MOIICHHUYECTBA, B OCHOBHOM
11 oOMaHa IEHCUOHEPOB U UHBAIHUIOB.

MOIIIEHHUKN 3BOHAT MOJ BHJOM COTPYJHHMKOB CTPAaxXOBBIX KOMIIAHUW U
coo0mIarT 0 HeobxoauMocTH npoaiieHus noimca OMC.

JUIsi  TUCTaHIMOHHOTO OOHOBJICHHUS TPEJIaraloT cKayaTh HPUIIOKEHHE
MuH3paBa, KOTOpOe Ha caMoM jielie (PeHKOBOE U MO3BOJISIET MOIYYUTh YIATCHHBIN
JOCTYTI K cMapT(hOHY, a TaKKe UHTEPHET-0aHKy u nopraiy «[ocyciayrm.

Ecnu moctynuin Takod 3BOHOK, HE3aMEIMTEINBHO IIPEKpAIaiTe Pa3roBop U
MIEPE3BOHUTE B CIIYKOY TOIJICPIKKH BaIlleil CTPaXOBOW KOMITAHUH, YTOOBI yTOUHUTH
BCIO HEOOXOIUMYI0 WH(OPMAITHIO.

«BHumanue: CxeMa MOLICHHHYECTBA ¢ BUPTYAJbHBIM 00Pa30M KapThI»

MoIlIeHHUKN 3BOHST YEJNOBEKY MO TelepOHY WM 4Yepe3 MECCEHIDKEp U
COOONIAIOT, YTO €r0 ACHEXKHBIE CPEICTBA SIKOOBI MBITAIOTCS TOXUTHUTb.

Jist  pemieHust mpoOieMbl MO  «XUIICHUIO» HEOOXOJIMMO YCTAHOBHUTH
detikoBoe mpunoxkenne Llentpansuoro banka Poccutickoit deneparmm.

3aTeM 3JI0YMBIIUIEHHUKH MPOCAT 3allyCTUTh IMPUIIOKEHUE U BBECTH KOJI
MOATBEPKIACHUSI OT OaHKa SKOOBI JJig aBTopu3anuu. VIMEHHO Tak MOIICHHUKHU
MOJIy4aroT HE0OXO0IUMbIE UM JaHHBIC KapThI.

[Ipunoxxenue, KOTOpOE TIPOCAT YCTAHOBUTH MOILIEHHUKH, CO3MAET
BUPTYaJIbHBI 00pa3 OaHKOBCKOW KapThl KEPTBBI, KOTOPBIN 3JI0yMBINTUICHHUKA
UCIIOJIB3YIOT JJIA CHSTHS JACHEXKHBIX CPEJICTB B OAaHKOMATaXx, MOAJECPHKUBAIOIINX
OECKOHTAKTHYIO TEXHOJIOTHUIO.

Takum o00pa3zom, BMecTO OaHKOBCKOM KapThl YEJOBEKa MOUICHHUK
MPUKJIAJIbIBACT K OaHKOMATY CBOM cMapTQOH.

He ckaumBaiiTe mnpuiaokeHHs MO NPOcbOe HE3HAKOMBIX JIOAEH U He
coo0I1aliTe HUKOMY CBOM NepCOHAIbHBIE JaHHBIE!

«BHumanue: MoleHHUYeCKasi cXxeMa ¢ 00HOBJIeHHEeM 0AHKOBCKHX
MPUJI0KEHUIN»

MollleHHUKH ~ Hayajdd  Yalle  MOXMIIaTh  JCHbIH,  IPEJCTaBISAICH
COTpYAHHKaMU OaHKa U MPU3BIBas CPOYHO OOHOBUTH MOOWIIBHOE TIPHIIOKEHUE.

3/I0yMBIIUICHHUKA 3BOHST M NPEACTABISIOTCS COTPYJHHKaMH OaHKa,
yOex1asi yCTaHOBUTD «IIPABUIIBHYIO BEPCUI0» MPUIIOKEHUS.

OHu HacTaMBalOT Ha HEMEIJICHHOM OOHOBJICHMHM, MHAuy€ CueTa U KapThbl
KJIMEHTA MOTYT OBITh 3a0JIOKUPOBAHBI.

3aTeM MOIICHHUKH TMPUCHUIAIOT CCBUIKY Il CKauuBaHUS OOHOBJICHUS,
KOTOpasi BEJIET Ha CHeIUaIbHbIN pecypc.
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[Tocne mepexoma 3xpaH OJIOKHPYETCs, AaBas 3JI0YMBIILIEHHUKAM JOCTYI K
YCTPONCTBY, B TOM YHCJIE€ B JIMYHBIN KAOMHET OAHKOBCKOTO MPUIIOKEHUSI.

MOTIEeHHUKY UCTIONB3YIOT IEPEXBAUYCHHBIE CMC-KO/IBI JJTSI BEIBOIA ICHEKHBIX
CPEACTB CO CUETA )KEPTBHI.

He mepexonute 1Mo COMHUTENBHBIM CCHUIKAM: CKayUMBalTe U OOHOBISHTE
MPUJIOKEHUS TOJIBKO Yepe3 opulinaibHbie Marasunbsl — App Store uinu Google Play.

He noBepsiiiTe HEOKMIAHHBIM 3BOHKAM: OaHKH HE TIPOCAT OOHOBIIATH
MPUJIOKEHHE 10 TeJIe(POHY U YePE3 MECCEHKEPHI.

CskUTECH C OAHKOM CAMOCTOSITEIBHO: MPH JIFOOBIX COMHEHUSIX TIO3BOHUTE B
O0aHK 10 oQuIUATLHOMY HOMEpY, YKa3aHHOMY Ha Balledl KapTe Wi Ha
opuIIMAIBHOM caiiTe OaHKa.

brnokupyiite noCTynm mpu TOMO3PEHUSX: €CIM BBl YK€ IMEperuid I
MI0JIO3PUTEIBHOM CCBUIKE, HEMEJUICHHO 00paTUTECh B 0AHK U MOMPOCUTE BPEMEHHO
3a0JIOKMPOBATh JINYHBIN KAOMHET.

beperute cBom ¢uHaHCH M OyapTe OAUTENHHBI K MOAOOHBIM TIOMBITKAM
oOmaHa!

«MolmeHHNKH HMUTHPYIOT CAfTHI C1yK0 10CTAaBKH»

HoBasi cxema MOIICHHMYECTBA: TMOJACTbHBIC YBEIOMIICHUS OT CIyXO
JIOCTaBKU. 3JIOYMBIIUICHHUKA Hayaidd MPUTBOPATHCA TMOMYJSIPHBIMU CEpPBUCAMU
JIOCTaBKU, YTOOBI MOMYUYUTh AOCTYI K BAIllMM JUYHBIM JAHHBIM M YKPACTh J€HBIU
CO CUETOB.

CHauana BbI MOJIy4aeTe JIO)KHOE COOOIIEHUE O TOM, YTO Balll 3aKa3 TOTOB K
OTIPABKE, XOTSI BbI HUYETO HE 3aKa3bIBAJIH.

B nocnenyromeM MpuUXOAUT CMC-COOOIIEHHE C MPEATIOKEHUEM OTCIEAUTH
MOCBIIKY, YTOOBI y3HATh JETAM OTHpPaBJICHUS. B maHHOM COOOIIEHNN HAXOIUTCS
CCBIJIKAa HAa MHTEPHET-pPecypcC.

He cnemmTe mepexoauTh MO CCHUIKE W3 COOOIEHHS, MOCKOJIBKY CCBIJIKa
BeJIET Ha (DUILIMHIOBBINA CAlT, KOTOPBIA OUYE€Hb OXO0K Ha OPUIIMATBHBINA CAaUT CITyKO
noctaBku (C2K, CoepMapxker, Anaexc JoctaBka u ap.).

Onnako, eciau Bbl MEpeijieTe IO CChUIKE, Bac OOSIKYT BBECTH HOMEp
OaHKOBCKOW KapThl, MACMOPTHBIC aHHBIC JTUOO JIOTUH U MapoJib OT OAHKOBCKOTO
PUIIOKEHUS.

[TonyuyuB Takve JaHHBIE, MOIIEHHUKH CITUCHIBAIOT BCE BAIlIM JICHBIU CO CUETA
Ha OAHKOBCKHE CcueTa JAPONIEPOB.

He nepexomuTte mo moa0o3pUTENbHBIM CChIIKAM M3 COOOIIEHUN, OCOOEHHO
€CJIM BBl HE O’KUJIAETE JOCTABOK.

[IpoBepstiiTe oTmpaBuTenst COOOIIEHUH, YOS TUTECH, YTO COOOIIEHNE TTPHUIILIO
¢ opuIMaTHPHOTO HOMEpA WJIM aKKayHTa CIIYKObI JJOCTaBKHU.

He BBoauTe NMuHBIC AaHHBIC HA CalTaxX, MEpPEHIEAIIMX IO CCHUIKAM W3
COOOIICHMIA.
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Ecnu y Bac ecTh COMHEHHUS, TTO3BOHUTE B CITY>KOY IOIIEPIKKH O(PHUITHATEHOTO
CepBHUCa JIOCTaBKH JTMOO BOCIOJIB3YWTECh JUYHBIM KaOWHETOM B O(HIIHMAIBEHOM
MIPWIOKEHUH WJIA Ha CaliTe CITY>KOBI JOCTABKH.

B ycnoBusix pocta moioOHBIX MIPECTYILICHNUH B OTHOIICHUH TPaXKIaH OyabTe
OUTENBHBI U IPEAYTPEKAANTE CBOMX OJIM3KUX O HOBBIX BHIaX MOIIICHHHYECTBA!

«MomeHHMKHN U 00MaHBIBAKOT rpaxkaaH yepe3 Telegramy

MolieHHUKNA TIOJ] BHJIOM CIYXKOBI TOJIEPKKH MecceHmkepa Telegram
MOXUIIAIOT aKKAYHTHI TPaK/IaH.

3110yMBIUICHHUKY TPUCHIIAIOT TPaXKaHaM COOOIIECHHMs, CO3/1aBast ISl 3TOTO
CEKPETHBIN YaT, KOTOPHIN HENb3s YAAINUTh, C HEBO3MOXKHOCTBIO CIEIaTh CKPUHIIIOT
1100 mepeciath COO0IIEHnEe MOJIEPATOPY.

«IIceBnomognepxka» Telegram nuieT moap30BaTEIO B COOOIIEHUN O TOM,
YTO MOCTYIHJI 3aMPOC Ha YAAICHUE YIETHON 3aIMCH B MECCEH/KEPE U JIJIST OTMEHBI
3ampoca HaJo0 MEPEeUTH M0 CIEIHATBHON CChUIKE, B TPOTUBHOM Cilydae yd&THas
3amuch OyET yJajaeHa.

JlaHHas CChIITKA B TAKOM COOOIIEHNN (DUIITUHTOBASI: BBES JIOTHH U MTAPOJIh OT
CBOCTO aKKayHTa, TPaXJaHWH CaMOCTOSATEIBHO TMepefacT MIOCTYNl K HeMy
MOIIICHHHKAM.

Hacrosmas ciryx0a moaep>KKu MECCeHKepa He CO37aeT CEKPETHRIX YaTOB.
BbynpTe BHUMAaTEIHHBI!

«HoBbIe c1oco0bI MOIIIEHHHYECTBA € UCI0Jb30BaAHUEM HCKYCCTBCHHOI'O
HHTCJJJICKTA»

MONIEHHUKN Hay4YWwINCh TMOAJAENbIBATh ayJAHO- W  BHACOCOOOIICHUS
BIIAJICJIBIIEB B3JIOMAHHBIX AKKAyHTOB.

30YMBIIIUIEHHUKH € TIOMOIIbI0 UCKYCCTBEHHOTO UHTEIIEKTA MOEIbIBAIOT
BUJICO- U TOJIOCOBBIE COOOIIECHUSI BiIaje/blla aKKayHTa, YTOObI OT €r0 MMEHU
MPOCUTH JACHEKHBIE CPEACTBA Y POJHBIX U OJU3KHUX.

[Ipu 5TOM BHMUMATEILHO U3YYAIOTCS TIEPENUCKHU BIIaJIeIblla aKKayHTa, YTOObI
BCE «IIPOCHOBD) UMEIH MPABAONOA00HBIN AP PeEKT.

Pacno3nare «aumndeik» MOXHO IO HEECTECTBEHHOM MOHOTOHHOM peuu
cobeceqnuka, neexkram 3ByKa U BUJICO UM HECBOMCTBEHHOW MUMHUKE.

He pearupyiite Ha Takue COOOIIECHUS B MECCEHIKEPaX M COIMAIBHBIX CETSIX,
NepPE3BOHUTE OJIM3KOMY YEJIOBEKY IO COTOBOM CETH caMocTosTeabHO. Eciu He
yYAQJIOCh JO3BOHMTHCS, 3aJ]JaliTe B COOOIIEHUH JTUIHBIN BOIPOC, OTBET Ha KOTOPBIH
3HAET TOJLKO Balll COOECETHHK.

He cnemute nepeBoAUTh AeHbIU!
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«MoneHHMKH MacCOBO HAYaJIH B3J1aMbIBATh AOMOBbI€ YaTbID»

3II0yMBIIUICHHUKH Pa3BEIIMBAIOT B MOAbE3AaX OOBSIBICHUS O CO3JaHUU
HOBOT'O «JIOMOBOI0 uata». SIkoObl B yKa3aHHOM 4YaTe MOXHO HaWTH CBEJEHUS MO
BorpocaM KKX u o61marscst ¢ cocesiMu.

KeptBa mpoxoaut mno dansimmBoMy QR-komy, ¥ JOCTYyN K akKayHTy B
Telegram oka3bIBaeTCs B pyKax y MOIIIEHHUKOB.

QR-kobl TO3BOJISIIOT 3J0YMBIIUICHHUKAM MOJy4YaTh JOCTYI K YYE€THBIM
3alUCsAM U CBA3aHHBIM C HUMH KaHAJIaM.

[locne ckaHMpOBaHUS TaKOro KOJa VY TIOJb30BaTeNsl Ha MOOMIBHOM
ycTpoicTBe oTkpoercs Telegram u mosSBUTCA COOOIIEHHE O TMOJIKIIOYECHUN
CTOpOHHETO ycTpolicTBa. Ecnu ycTaHoBieHa AByX(akTopHas ayTeHTUPHUKAIIUS, TO
MECCEHIKEP 3aIIPOCHUT MapOJIb.

[Tociie 3TOro 3JIOYMBINIJIEHHUKAM CTaHYT JOCTYIHBI BCE€ KOHTAKThl M
IIEPEINCKA.

B manHOM cilydae MOIIEHHUKHM PAaCCUUTBHIBAIOT HA HEBHUMATEJIBHOCTH U
HEBBICOKYIO ITU(DPPOBYIO TPAMOTHOCTb FPaXkIaH.

Jlns Toro d4troObl u30eXkaTh KpakHM YYETHOM 3aluCcH, PEKOMEHyeM
YCTAHOBUTH JBYX(PAKTOPHYIO ayTEHTH(HUKAIMIO B MECCEHKEPEe U BHUMATEIILHO
MEPETPOBEPATH PECYPCHI, KyAa ux nepenamnpanigeT QR-ko.

ByabTe BHUMAaTE/IbHBI, HPEeAYNPEAUTe POAHBIX M OJIU3KHUX!

«MonmeHHUKH BbIMOIalT J€HeKHbIE cpeacrea»

37M0yMBIIIJIEHHUKH TPEACTaBISIOTCS HM3BECTHBIMU OJlorepamu, IO3TOMY
HECOBEPILIECHHOJIETHNAE TOBEPSAIOT MOLLIEHHUKAM U IIEPEBOIAT IEHEKHbBIE CPEICTBA.

MoIIeHHUKN YacTO HCIONb3YIOT Pa3IUYHbIE METObl, 4TOOBI OOMaHyTh
JeTed W TOAPOCTKOB, Mpemaras MM <«JOCTyI» K HUIPOBBIM pecypcaM WIH
SKCKJIFO3UBHOMY KOHTEHTY B OOMEH Ha JI€HBIH.

3amura geTell OT OHJIAH-MOIIEHHUKOB CTAaHOBUTCS BCe 0oJiee aKTyalbHOU
3aja4eil Ui poAuTeneil, 0COOEHHO B CBETE PACTYILEro 4YHMCJia MOIIEHHUYECKUX
CXEM, HaIIPABJICHHBIX HA MOJIOJIEKb B UTPAX U COLUAJIbHBIX CETSX.

HeckonbKo KIII0UEBBIX MEpP, KOTOPHIE MOTYT IIOMOYb POAUTENIAM 00ECIICUUTh
0€301acCHOCTh CBOUX JETEN B UHTEPHETE:

- OOBsICHUTE PUCKU: POJIUTENM JIOJKHBI OOBACHUTBH IETSIM, KaKue CXEMbI
MOILIEHHMYECTBA CYLIECTBYIOT U KaK MX PaclO3HaTh.

BaxxHo, 4yTOOBI J€TH 3HANM, YTO HE CIEAYET MEPEXOJUTh MO CChUIKaM OT
HE3HAKOMIIEB MJIM BBOJIUTD JINYHBIC JAHHBIC HA ITOJO3PUTEIBHBIX CAUTaX.

- OOcyxJaeHue OHJIAMH-aKTUBHOCTH: pEryJsipHble Oeceqpl O TOM, YTO
IPOUCXOJUT B UIPax M COLMAIBHBIX CETAX, MMOMOIYT JETSAM YyBCTBOBaTh CeOs
KOM(OPTHO, AENSICh C POAUTENSIMH CBOUMH MEPEKUBAHUAMU U MTOJO3PEHUSIMMU.

- Ponmurenbcknii KOHTpPONB: YCTAHOBUTE NPOTPaMMBI  POIUTEIBCKOTO
KOHTPOJISl, KOTOPBIE MTOMOTYT OTPAaHWYMUTBH JOCTYIl K HEXKEIATEIbHBIM CalTaM W
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OPUIIOKEHUSIM. DTO TakKe€ MOXKET BKIIOYaTh OTPaHUYEHUsT HA TIOKYIIKH B
IPUITIOKEHUSX.

- ArtuBupycHoe I10: ybenurech, 4TO Ha BCEX YCTPOMCTBAaxX YCTaHOBJIEHO
HaJe)KHOE aHTUBHPYCHOE MPOrPaMMHOE 0OECIEYeHHE, KOTOPOE MOXKET 3aIUTUTh
OT BPEJIOHOCHBIX MPOTPaMM U (DUILIMHTOBBIX aTaK.

- OtnenbHble OAHKOBCKHE KapThl: TMPUBSHKUTE K HUIPOBBIM aKKayHTaM
OTJIeTIbHbIE OAHKOBCKHUE KapThl C OTPAHUYEHHON CyMMOM, YTOOBI MUHUMHU3HPOBATH
PHUCKH B ClTy4ae MOUICHHUYECTBA.

- MOHUTOPUHT PacXxo/ioB: PEryJsipHO MPOBEpsANTE OAHKOBCKHUE BBIUCKU U
TpaH3aKLUH, YTOObI OBICTPO BBISABIAThH MOJO3PUTEIbHBIC OTIEPALIH.

- Co3gaHue 10BEpPUTEIbHBIX OTHOIICHUN: BaXKHO, YTOOBI JE€TH YyBCTBOBAJIH,
YTO MOTYT OOpaTUTbCS K POJUTENSAM 32 IOMOUIbIO, €CIM CTOJKHYTCA C
NOJIO3PUTENbHBIMU cUTyauusiMu. [loanepxuBaiite OTKPHITOCTh B OOIIEHUH, YTOOBI
JIeTH He OOSITUCH ACTUTHCS CBOUMH MPOOIEMaMHU.

- [IloompeHnne OTYETHOCTH: TOOMIPSUTE JETeH CO00maTh O JOOBIX
NOJIO3PUTENBHBIX JEHCTBUAX WM NPEIJIOKEHUSIX, KOTOPbIE OHHM IOJYy4YaroT B
UHTEpPHETE. JTO TNOMOXKET WM pPa3BUTh HABBIKM KPUTUYECKOIO MBILUIEHUS U
OCTOPOKHOCTH.

- YcraHoBHTE MpaBuiia: CO3JIaTe «KOHTPAKT» C JI€TbMH, B KOTOPOM OyIyT
IPOIKCaHbI MpaBuiia 0€30MaCHOr0 MOBEICHUS B MHTEPHETE, BKJIKOYAs 3alpeThl Ha
OOLIeHNE ¢ HE3HAKOMIIAMU U NIEPEXO/ 110 MOJAO03PUTENBHBIM CCHUIKAM.

DT Mepbl MOMOTYT POIUTENSAM 3alllUTUTh CBOMX JE€Tel OT OHJIaliH-
MOILEHHUKOB M CO3/1aTh 0€30IacHYI0 cpeay AJis uX HU(poBOro B3auMOACHCTBUS.

«MOIIEeHHUKH CTAJIU UCIOJIb30BATH CAMO3aIpeT AJis1 00MaHa KUuTeJIeil
FOrpsp»

XKurensm FOrpsl cranu noctynaTe 3BOHKH OT SIKOOBI COTPYAHUKOB HOpTajia
I'ocycnyr, Oropo kpeautHbix uctopuid (bKN).

OHM npemiararoT «IoMoulpb» B YCTAHOBKE CamMO3alpeTa WU UCHPABICHUU
TEXHUYECKON OMIMOKM B MpoOLEcCe YCTAaHOBKH. [[s1 3TOro Hy)XHO MEperTH 1o
HAIIPABJICHHOW CCBHUIKE.

Cchuika, Kak npaBWIo, BEAET Ha MOJIEIbHBIN callT ['ocycuyr.

Ecin 4yesoBeK ykameTr TaM JaHHbIe /I BXOJAa Ha TIOCHOpTAaJ,
MOIICHHUKH MEePexXBaTAT UX M CAMHU MONAAYT B €ro JTHYHbIN KaOMHeT.

«Ilonmy4ynB nOCTYyn K aKKayHTY 4eJOBEKa, KMOEpHPECTYNHUKH HUCIOJIb3YIOT
BCIO JIMUYHYIO MH(OpMAIMIO, KOTOpas TaM XPAaHUTCSA, B JIPYTUX MOIIEHHUYECKUX
CXeMax.

B yacTHOCTH, MOTyT aBTOPU30BATHCS B IMPWIOKEHUU OaHKA C MOMOILBIO
«l'ocycmyr», a 3aTeM cnMcaTh JEHBIM CO CYETOB.

Kpome Toro, mo cceuike MOXeT HaxoauTbes (aitn ¢ BupycoMm. Ecim ero
CKa4aTb, TO NPECTYIMHUKHU ITOJy4aT BCE JAHHBIE C YCTPOWCTBA C CEKPETHBIMU
KOJIaMM».
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Hanomunaem, pabotuuku ['ocycnyr, BKU, 6aHKoB HE 3BOHAT rpaskaHaM 1o
MOBOJTY «HEKOPPEKTHBIX)» CaMO3aMpPETOB M HE MPUCHUTAIOT HUKAKMX CCHUIOK.

IT0 1e1aI0T TOJLKO MoleHHNKH! Hukoraa He coodimaiiTe He3HAKOMIIaM
JUYHbIE JaHHbIE, JIO0ble KO/Abl, MAPOJU U He NepPexoquTe MO CChLIKAM OT
HEHM3BECTHBIX aJpecaToB.

«Y Bac HEeNPaBUWJIbHO YCTAHOBJICH CaMO3allpPpeT HA KPCAUTBD»

He o6omutn MoIIeHHUKY BHUMaHUEM U TJIaBHYIO aHTUMOIIIEHHUYECKYIO MEPY
— caMo3aMpeT Ha MOJyYeHUE KPEIUTOB.

CueHapuii IpoCTOi: rpa)kIaHUHY 3BOHAT OT JMUa ['oCycilyr U yTOYHSIOT,
AKTUBHPOBAJ JIU OH 3aIpeET.

Ecnu yenoBek oTBEYaeT «J1a», TO €eMy COOOUIAIOT, YTO 3alpeT YCTAaHOBJICH
HEBEPHO — HanpumMep, padoTaeT TONbKO JUIsl OJHOIO0 OAHKA WM HE OXBaThIBAET
OHJIAMH-3alMBl.

Jlanpiie uayT BApUAHTBL: MPEJI0KAT NPOAUKTOBATH KoA n3 CMC, BKIIOYUTH
JEMOHCTPALIMIO dKpaHa U «UCIPaBUTh» HACTpOMKH 3ampera Ha ['ocyciyrax, mubo
NEepeNTH N0 (PUIIMHTOBOM CChUIKE ISl 0()OPMIIEHHUSI HOBOT'O 3aIpeTa.

«IloaneabHasi apeH/ia CaMOKATOB M BeJIOCHIIEIOB)

IlosBunuce mnepBeple IOCTpPaAaBIIME OT HOBOM CXEMBI: Ha CaMOKaTbl U
BEJIOCHUIIEbl MOLICHHUKHY HaKIeUBatoT GaybuBbie QR-KoIbI.

Onu BenyT He B O(ULHMATIBHOE MPUIIOKEHHE apeHNbl, a Ha MOAJEIbHbIC
CalThl, OTKyAa ckaunBaeTcs BpegoHocHoe [10.

Y CTaHOBIIEHHOE NPWIOKEHUE MACKUPYETCS IO HACTOSIIIIEE, IEPEXBATHIBACT
yhIpaBiieHHE Teae()OHOM WK MOIyYaeT TOCTYN K OAHKOBCKUM JIaHHBIM.

Oc00€HHO YSI3BUMBIMU CTAHOBSITCS TOJIPOCTKH, KOTOPBIE HE BCET/1a BHUKAIOT
B JIETAJIM, & XOTAT MOOBICTPEE B3SITh B APEH]Ty BEJIOCHUIIE]] UJIM CAMOKAT.

ByabTe BHUMAaTEIbHBI, IPeAYNPeAUTe POAHBIX M OJIU3KHUX!

<<3J10yMbIHIHeHHI/IKI/l 3BOHAT OT MMEHM PYKOBOJACTBA»

Cnoxsble cxeMbl HaOuWparoT OOOpOTHI: €CIM paHblI€ MOLIEHHUKH
PYKOBOJICTBOBJIMCH MPUHIUIIAMUA MAaCCOBOCTH, HO MPOCTOTHI, TO TENEPb FOTOBATCS
JI0JIbIIE U OBIOT TOYHEE.

3710yMBIIUIEHHUKU 3BOHAT OT UMEHU PYKOBOJCTBAa KOMIIAHUU U COOOIIAIOT,
YTO B OTHOILIEHUU pabOTOJATENs] MPOBOJUTCS MPOBEPKaA (HAIPUMEpP, CO CTOPOHBI
[Ipoxypatypsl unu HamoroBoii).

MoryT naxe npuciath «o(GUIMATBHBINY) JOKYMEHT. Bce 3T0 — moaroroBka
K CJIEYIOIIEMY 3BOHKY OT «IIPaBOOXPAHUTEIbHBIX OPTaHOBY.

Janbiie B X0I MAYT CLUEHApUHU: IEPEBOJBI «UIsl MPOBEPKW», IMepenadya
JTaHHBIX OT ['ocyciyr, 1ocTyn K OaHKOBCKUM MPUIIOKEHHSIM.
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Ilenb — yOeauTh COTPYAHUKA, UYTO OH IIOMOTAET CIICJICTBHUIO, 2 HE CTAHOBUTCS
COYYaCTHHKOM.
ByabTe BHUMATEIbHBI, IPEeAyNPeAUTe POAHBIX H OJIU3KHUX.

«OCTOpO)KHO, HOBasl cXeMa MOIIEHHUKOB!»

37I0yMBIIUICHHUKH 3BOHST YEJIOBEKY IOJ] BUAOM PAOOTHUKOB MOJTUKINHUKN
U IIpe/IJIaraloT NporTH AUCTaHCEPU3AIHIO.

3areM OHM MNpOCAT Ha3BaTh KoA K3 SMS, yToOBI 3amucaTh >KEPTBY Ha
oOcnenoBanue. Tak 3MOYMBIIUICHHUKH TMOJIYy4YalOT JOCTYH K aKKayHTy Ha
«['ocycayraxy.

3aTeM 4eNoBEKYy 3BOHUT JPYrold MONIIEHHUK, KOTOPBI MpEICTaBISIETCS
COTPYJHHKOM CEpBHCA U coo0Imaet o B3nome. OH gaer xepTBe (HaabITUBbII HOMEP
«CITy’)KOBI TOIJEPKKI» — YCBHIUIAS OAUTEIBHOCTh YENIOBEKA, 3JI0YMBIIUICHHUKA
BOJIST €T0 10 pa3HbIM SKOOBI BEZJOMCTBAM U B KOHIIE KOHIIOB TOBOJAT 10 (PEHKOBOTO
Pochunmonuropunra.

Torma MOIIEHHUKH TPOCST 3alOJHUTH 3asBICHUE M MPUKPENUTH (POTO
O0aHKOBCKUX KapT. C HUX OHHM MOTOM KPaayT JEHbIU.

bynbre Onurenbhbl!!!

3anucarbCcsl HAa JUCHAHCEPHU3ALUI0 MOXKHO TOJIBKO CaMOCTOATEIbHO — Ha
«l"ocycnmyraxy» Wiv B perucTpaType MoJTUKINHUKH.

«Oco0eHHOCTH NpeaynpeskIeHns] MPeCTYIJIEHN, CBA3AHHBIX C
HCI0JIb30BAHMEM COBPEeMEHHBIX HHPOPMAIMOHHO-TEJIeKOMMYHHUKAIIMOHHBIX
TEeXHOJIOTHI»

OCHOBHBIMH  BUJAMHU TPECTyIUICHUH B  cdepe  HHPOPMAIUOHHO-
TEJICKOMMYHHUKAIIMOHHBIX TEXHOJOTUN SBISIOTCS JUCTAHIIMOHHBIE KPaXH U
MOIIICHHHYECTBA JICHEKHBIX CPEICTB ¢ 0AHKOBCKUX CUETOB I'PaXKIaH.

CoOmronenrie  TpeOoBaHUM WMHPOPMAIIMOHHOM  3alIUTBl — Haubojee
3¢ PeKTUBHBIH CITOCOO IO MPEAYTPEKACHHUIO TAHHBIX BUIO0B PECTYIUICHUH, B CBSI3U
C YeM, HEOOXOMMO PYKOBOJICTBOBATHLCS CIICAYIOMIMMH MTPaBUIAMHU:

- Tpu  HUCHOJb30BaHUM  HMHTEpHET-pecypcoB HE NEpPEeXOoAUTe IO
COMHUTEJIbHBIM CCBUIKaM, TOCKOJIbKY MPECTYMHUKH CO3/Ial0T CAUThI-ABOMHUKH,
KOTOpbIE MOTYT MOXWTHUTH JIMYHBIC JaHHBIC MOJIH30BATENS, B T.4. U IJIATE)KHBIC
CBEJCHUM.

- MPUHATH BO BHHUMAaHHWE, YTO COTPYJHUKH OaHKOB HE 3BOHAT IIPH
COMHUTEJIBHBIX OTEpalusX, a COTPYAHUKHU TMPABOOXPAHUTEIHHBIX OPraHOB HE
MIPOCAT MEPEBECTU JCHEKHBIC CPEACTBA HA OC€30MACHBIN CUET.

- B ClTydae MOCTYIUICHHS 3BOHKOB OT JDKE-3HAKOMOTO (WJIM POJCTBEHHUKA) O
MOTIAIAHAK B TPYAHYIO XKU3HCHHYIO CHTYalldI0, MPUHUMATh MEPhI K IMPOBEPKE
JIOCTOBEPHOCTH TMMOTYYEHHON HH(POPMAIIUU WUITH IO3BOHUTH POJICTBEHHHUKY U 33]1aTh
71000 BOTIPOC, CBSA3aHHBIN C BAIlTUM 3HAKOMCTBOM.
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- OIPaHMYUTH IMOKYIIKY TOBapOB YE€pe3 HWHTEPHET-IUIOMIAJKN Yepes
NOCPEJHUKOB, a B Clly4a€ HCIIOJIb30BaHUs IIOCIEIHHUX, BBIOMPATh TOJBKO
IIPOBEPEHHBIE CEPBUCHI.

- HE Imepedarb CBOM TEXHUYECKHE YCTpPOMCTBA HE3HAKOMBIM WM
Maj03HaKOMBIM JIMI[aM, HE COOOILIaTh MapOJId M KOAbI JOCTyNa OT OaHKOBCKHX
IPUIOKEHUHN WK nopTtaina «l ocyciyrmy.

- HE MOJ/1aBaThCs JIOKHBIM MPU3BIBAM O MOMOIINA HE3HAKOMBIM JIFOISIM.



